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omputational Location Privacy

rivacy regulations enforced by government !

, often from institutions

~ Subtleties of Location Privacy

... a special type of information privacy which concerns the claim of
ndividuals to determine for themselves when, how, and to what extent
tion information about them is communicated to others.”
Duckham, M. and L. Kulik, Location privacy and location-aware comp

Dynamic & Mobile GIs: Investigating Change in Space and Time, J. D
etal,, Editors. 2006, CRC Press: Boca Raton, FL USA. p. 34-51.

Why Reveal Your Location?

If you want to know your location, sometimes have to tell someone else.
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Traffic Probes

Location-Based Services
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eople Don’t Care about Location Privac

'4 U. Cambridge CS students
lould accept £10 to reveal 28 days of ions (£20 for

Microsoft employees
of GPS tracks in return for 1 in 100 chance for $200 MP3 player

nsisted on not sharing GPS data outside

itive message service in Seattle
ht @)




Documented Privacy Leaks

~ Stalker Victims Should  Real time celebrity sightings
eck For GPS. http://www.gawker.com/stalk
ukee, W, February 4
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Subtleties of Location Privacy

Outline

/hy reveal your location?
people care about location privacy?

utational location privacy threats
N _l___(_:ountermeas_u___r__-

ews of location based services users

rry about location privacy in closed campus (1

lepending on intended use @

ignificant Locations From GPS Trace

Ashbrook & Starner, 200

Computational Location Privacy
Threats

Context Inference

Almiagle jelmie Patterson, Liao, Fox & Kautz, 2003
P * GPS traces
\("'_// « Infer mode of transportation (bus, foot, car)
e « Route prediction

& e
g Location says a

. ) 1 lot about you ]
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Context Inference - Wow - Location is Quasi-ldentifier

Quasi-Identifier — “their values, in combin
can be linked with external information
reidentify the respondents to whom the
information refers. A typical exam
attribute quasi-identifier is the Soci
Number, since knowing its value

access to external sources it

a specific individual.”
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imulated Location Privacy Attack imulated Location Privacy Attack

A spatistrmporsl meddd af srsieghes sad comster

Refinement operators for working
around obfuscated location data
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* Home with three occupants

* Two-state sensors A

« Continuity analysis on thousand
85% correct data associc
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hy reveal your location? o e focatin-vire Four ways to enhance location privacy
L ) i 1. Regulations — govt. enforced
peop|e care about location privacy? WAL 2. Policies — trust-based agreement:
1 r 3. Anonymity — pseudonyms and/o
4. Obfuscation — reduce quality
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Computational Countermeasures: Computational Countermeasures:
Pseudonyms - k-Anonymity

I'm chicken # 341, and I’'m in
this building (along with k-1
other chickens).

Pseudonimity

* Replace owner name of each
point with untraceable ID

* One unique ID for each owner

Example
* “Larry Page” - “yello)

I'm chicken # 341, and | visited

) this place in the past 21 minutes
L.




Computational Countermeasures:
Mix Zones

Figure 1. e i s arvangemars
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Computational Countermeasures:
Obfuscation

A Formal Madel of Obfuscation and

Negotiation for Location Privacy
* Formalizes obfuscation technique:
« Client & server can negotiate w
be revealed for successful loc:
service L

Mt Dk’ aned Lars Kl

of Gomation.

Computational Countermeasures:
Obfuscation

Figure 2. Two users move in parallel. The Path
Perturbati the parallel
intoa i
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Computational Countermeasures:
False Reports

AR Anoaymeus Communbcation Technkque udsg Dussibe
for Location-haned Serviors. " . " :

* Mix true location report with mul
| Midetoul Kis! Venaka Vieugraa'! Teva Samid 1 * Act only on response from true

Computational Countermeasures:
Obfuscation

Outline

hy reveal your location?
eople care about location privacy?
ational location privacy threa




Quantifying Location Privacy

Quantifying Location Privacy

Quantifying Location Privacy

Ansuymons Urage of Locasien-Baved Serviers Thiough Spasial and
Teamparal Cloaking

anerytuary {1ight scale) vary st diffevens soouyay
(s
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Quantifying Location Privacy
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Quantifying Location Privacy

Shmsilation of Chfuscation amd Negiation
for Lacation Privacy

* You: | am somewhere in this circle

* Server: Given this, | can narrow d
nearest gas station to three poss

Quantifying Location Privacy
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Research Opportunities

Attitudes — In the abstract, people don’t care. But

2pend on many things. What are the dependencies

Do one to raise consciousness of problem
— Find weaknesses in proposed algorithms
- Challenge people to break your scheme
- simulate actual motion to make it
white hats and black ha :




