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An Internet of Things

”In the next century, planet
earth will don an electronic
skin. It will use the Internet as
a scaffold to support and
transmit its sensations.”

— Neil Gross 1999




Smart Environment
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Check on the Baby

http://mimobaby.com/



Monitor an Aging Family Member

http://beclose.com )
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http://medgadgets.co



Smart Heating

http://www.nest.com/



Wireless Plant Monitoring

Fliwer
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Over-the-air
update

http://www.fliwer.com



Smart Trash Can

: s
http://www.entertainmentearth.com )



Smart Trash Can

Saves Money

Reduces Litter

Increases Recycling

Conserves Fuel

Reduces Carbon Footprint

Eliminates Overflows

Frees Up Labor
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Lowers Tipping Fees

http://bigbellysolar.com/ 10






Structure Monitoring

http://smart-structures-inc.us 12



Floating Sensor Network
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0T components

Smart object Smart object Smart object
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— sensors, actuators
— Little bit of processing

 Communication network
— Directional or bidirectional
* Aggregator
— Collects data Aggregator

— Processes data
— Publishes data

—




There are a huge variety of devices and use
cases, but no technology fits them all...




* Types of Communication
— M2M & H2H

* |ntroduction into Wireless Technology

* Application Domains
— Body Area Network
— Smart Home
— Smart Factory
— Smart Grid & Logistics

—




M2M Definition

* Relationship between two machines
* No human interaction involved
* Triggered by events (e.g. sensor events)

—




Internet of Things (loT) Machine-to-Machine (M2M)

e Vision of the Internet of e Communication between
tomorrow machines

* Requires M2M connectivity

M2M as the connectivity of loT

—



M2M or not?

Some Intuition
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M2M or not?

Some Iintuition
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M2M or not?

Some Intuition

8:51

The Forever War
: . Joe Haldeman, John Scalzi
Robert Charles Wilson

* ik Ay (23) whhhyd (413)

Digital List Price: $4:.99
Kindle Price: $4.95

LA
CHARLES STROSS

3 $4.95
o Aoe Hakdeman

. il 17 The Forever War & A . You Save: $0.04 (1%)
Joe Haldeman, John Sc... :

- Joe Haldeman
12. The Peace War : = e
Vernor Vinge

: ;:9**’*? (39) Description
: Print Length: 292 pages Published: July 6, 2011

A THOUSAND YEAR CONFLICT. ONE SOLDIER LIVES THROUGH IT ALL. CAN HE MAINTAIN HIS
HUMANITY?




M2M or not?

Some Intuition




nvias ldentiiy, Erend or Fee (IFF)

IDENTIFIGATION
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Figure 26, Identification, friend or foe {IFF}.

US Army Air Defense Digest, 1972



Focus on Wireless M2M




OSI| Model

Application Process | |---------- » Dat p---------- » Application Process n

3: Network Layer == 3: Network Layer

device
implements

Data Transmission

System | System 2

———————— Logical Connection in each Layer

I Fcalisation of the communication

—






Radio Wave Spectrum

A Limited Resource

Visible
Microwaves Infrared light Ultraviolet  X-rays Gamma rays X
Lowest . Y oy TrrIssTERsenT e . ................................ . . . . . . . . . . . cevere . . . . - - .H|ghest
frequencies RADIO WAVE SPECTRUM I frequencies
3 kHz wavelength 300 GHz wavelength
Lower Higher
frequency frequency

Wavelength

Distance from crest to crest

—



Invia: BandwidthrAllecation

* Inthe US, the Federal Communications
Commission (FCC) allocates bandwidth

— Hearings (before 1982)
— Lotteries (1980s)
— Auctions (since the 1990s)




International Telecommunication Union (ITU) Region

Region 1 - Region 2 - Region 3

wikimedia.org



Industrial, scientific and medical (ISM) radio bands

Frequency range

13.553 MHz
26.957 MHz
40.660 MHz
433.050 MHz
902.000 MHz
2.400 GHz
5.725 GHz

13.567 MHz
27.283 MHz
40.700 MHz
434.790 MHz
928.000 MHz
2.500 GHz
5.875 GHz

Availability

Worldwide

Worldwide

Worldwide
Region 1 only

Region 2 only
Worldwide
Worldwide

:



Wireless Technologies (19)
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Smart Environment

Smartphones Detection Electromagnetic Levels
Perimeter Access Control Traffic Congestion

Air Pollution Smart Lighting

Intelligent Shoppin
Forest Fire Detection d PR

Radiation Levels
Wine Quality Enhancing

Offspring Care

Structural Health

Noise Urban Maps

Water Leakages

Vehicle Auto-diagnosis
Waste Management

Smart Parking Item Location

Quality of Shipment Conditions Water Quality Golf Courses
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Body Area Network (BAN)

Network coordinator &
temperature/
humidity sensor




Wearables and Implants

Smart Glasses

Smart Pacemaker
Smart Watches

' Pedometers




BAN Characteristics

* Low CPU power
— Collecting rather than processing

e Battery operated
— Mobile

* Small size - Small battery - Low power
* No line of sight (body, clothes)
* Can be health critical

—




BAN Communication Reguirements

* Power efficient
* Robust against interference

— Off-body gQﬂQgQg
— On-body “‘n‘n‘v

* |Interoperable Off-body interference

—



BAN Wireless Technologies
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BAN Communication Reguirements

e Power efficient v

* Robust against interference
— Off-body

~ On-body UWB  Zarlink
* Interoperable SenS|um
IEEE802.15.4

Bluetooth/BLEANT
RuBee

—




BAN Wireless Technologies (7)

Bluetooth/BLLE

Ultra Wideband
| .




BAN Wireless Technologies (7)




Smart Home

more than just «<Home Automation»

Smart Heating
Smart Lighting
Smart Outlets
Smart Kitchen

Smart Gardening




Smart Home Characteristics

* Stationary
— But mostly battery operated though

* Low cost
— Huge Quantity
* (Scalability)
* No line of sight (walls)

* Variety of different applications

—



Smart Home Communication Reqguirements

e Sufficient range
* Variable Bandwidth
* Interoperable




Smart Home Wireless Technologies
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Smart Home Communication Reqguirements

e Sufficient range
* Variable Bandwidth

* Interoperable |nsteon N
Z-wave ~ WIFI

DECT-ULEUWB
Bluetooth/BLE

RFIDIEEES02.15.4

| RuBee




Smart Home Communication Reqguirements

e Sufficient range
* Variable Bandwidth

* Interoperable InSteonW|F|

Projorieiteiny

DECT-ULE

RNYENIPISTicll

RFID
RuBeIFéEEBOZ'EA

RENYEOLISHI]




Smart Home Wireless Technologies (6)
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Smart Home Wireless Technologies (6)




Smart Factory (Industry 4.0)

‘ ‘ ‘ 3. industrial revolution
uses electronics and IT to

achieve further automation
of manufacturing A
g‘
2. industrial revolution =
follows introduction of 5
electrically-powered mass
production based on the
division of labour
1. industrial revolution
follows introduction of
water- and steam-powered
mechanical manufacturing )
« facilities v v il time P>
End of Start of Start of 1970s today

18th century 20th century Soerce: DFXI 2011




Smart Factory Characteristics

* Bigger buildings

— Wider coverage
* Thicker and/or more walls (metals)
* No line of sight

* More money to spend

—



Smart Factory Communication Requirements

* Long range or mesh topology support
* Convergence of different subnetworks

To LAN
or Internet

(d) Mesh

Each node is a repeater

—




Smart Factory Wireless Technologies
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Smart Factory Wireless Technologies

WiF]

DECT-ULE ~ RrD

Wireless-M-Bus

IEEE802154
/-wave DASH7

—




Big range vs Mesh topology

Big range Mesh topology

* |[EEE 802.11n: 100m  /Z-wave: 300m
 Wireless M-Bus: 1000m <« |EEE802.15.4: 250m
DECT ULE: 300m

DASH7: 2000m

RFID: 100m

—



Big range vs Mesh topology

Big range Mesh topology
 |[ | lOperatesat'2:4 GHz/ ()11 e «Vendor-locking»
e \\/irc|operatesatgesMHz/()()111 1 |[EEE802.15.4: 250m
* ) (Operatesat1.9GHz
e | ) Operates at'433.92 MHz
e | RFIDE 200

Identification

—
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w Nuclear power plant g

Factories ® * & 2 Thermal power plant
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o ‘i). hydraulic power
generation

\ >

Smart Grid
N

|

: Renewable energy Photovoltaic

ecological vehicle Wind generator

Cities and offices

http://www.hitachi.com




Some specific applications
— Quality of Shipment Conditions
— Item Location
— Storage Incompatibility Detection
— Fleet Tracking

http://www.tetra-logistics.com



Smart Grid & Logistics

Characteristics

Smart Grid Logistics

* Centralized two-way  Mobile - battery powered
communication (tree) e «Off-the-grid»

* Wide coverage environments

* Hourly peaks * Huge Variety




Smart Grid & Logistics

Communication Requirements

Smart Grid Logistics

* Longrange * Long range

e Short transfer latency e Scalable
(within a few ms) * Interoperable

e Scalable

* Interoperable

—



Smart Grid & Logistics
Wireless Technologies
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Smart Grid & Logistics

Wireless Technologies

Cellular WiMax
Wireless-M-Bus
Weightless
Satellite  DASH7

—




Smart Grid & Logistics

Wireless Technologies

SMS

Data packets

CeIIuIar WiMax

Indoor Environments
Nelghborhood Aggregator

usS

| Indoor Environments
Neighborhood Aggregator




\Welghtless

White space
WHITE

@ 900 MHz

BLUE

@ 2.4 GHz
RED

5 GHz

YELLOW

http://www.weightless.org



WHILE SpPaCE Spectrtm

The 402 MHz of broadcast TV spec- The 80-MHz bandwidth of the

trum resides between 54-806 congested 2.4-GHz spectrum is

MHz.Up to 67 broadcast channels shared by millions of Wi-Fi and Also used for wireless

(channels 2-69) are possible, but Bluetooth devices, cordless and communications, but

only a fraction are actually in use. satellite phones, microwave is fimited by shorter

ovens, etc. range.

0 54 806 2 5 50 300
MHz MHz MHz GH GH GHz GHz

1..

Most wireless communications occur below 3.1 GHz

White Spaces where signal range and operating characteristics are best
The White Spaces are the under-used suited to these applications.

portions of the 186 MHz of broadcast

n;}ba”ﬂwg ”; f’em’ee” 212-698 MHz The White Spaces add enough bandwidth to the con-
(channers 21-30) gested 2.4-GHz spectrum to continue to revolutionize

wireless communications in the U.S.
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